Export the digital certificates from the Talemetry Service
1. Navigate to https://api.talemetry.com using any web browser (screenshot show chrome)
2. Select the security button to the left of the link and click on Connection is Secure and click on Certificate is Valid 
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EAM is a collection of Web Services that processes and manages resumes and returns extracted results.
The following operations are supported. For a formal definition, please review the Service Description.

« AddResumeStream
The AddResumeStream method instructs EAM to perform an extraction on the resume stream provided and add the XML results
into a review queue or pickup queue where it is available for ListResults SOAP calls.

+ ConfirmResume

The ConfirmResume method confirms the contents of a resume and puts the resume results into the queue to be picked up by the
ListResults SOAP call.

* CreateResumeTransaction
The CreateResumeTransaction creates a new EAM transaction without adding a resume to the transaction. The transaction acts as a
placeholder; a resume can be added to the transaction later using the UpdateResume method.

o ListAccountResults
Returns a list of the available extracted resume transactions for the all sub-accounts or a specific sub-account and/or email




3. From the certificate window, Click on Details and Select DigiCert Global Root G2
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4. Click on Export button and save it as Base64-encoded ASCII, single Certificate .
Make sure you change the extension to .cer as shown in below screenshot.
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5. Repeat the above process for Intermediate certificate DigiCert Global G2 TLS RSA SHA256 2020 CA1 and _.resumemirror.com certificate also.
6. You will have 3 .cer files saved by now.

Load the certificates into the PS keystore.
Note: below screenshot’s may look different in your Peoplesoft environment, they are just for illustration purpose only

Navigate to your PeopleSoft keystore directory on your webserver and execute the command pskeymanager.cmd –list
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You will be asked for the keystore password ( default is password)

[image: image5.png]PoopleSoft PSKeyManager:
A urapper to Sun’s keytool for managing keys and certificates.

Default passuords are ’passuord
Enter current keystore password [press ENTER to quitl:





Once you have entered your password, the default certificates will be displayed. 
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Your keystore contains 15 entries

yerisign/rsa secure server ca,
Certificate fingerprint CHDSY

thaute personal premiun, Feb 5,

Certificate fingerprint CHD5):

Feb 5, 2084, trustedCertEntry,
74:7B782:03743:F0:00:9E:6B: B3 :EC:47: BF:85:A5:93
2004, trustedCertEntry.

30:B2:DE:22:9A20:93:49 :F9:ED:C8:D2:8A:E7:68:0D

thaute personal basic, Feb 5. 2084, trustedCertEntry.

Certificate fingerprint CHDS3:

E6:0B:D2:C9:CA:2D:88:DB:1A:71:0E:4B: 78 :EB:02:41

yerisign class 4 — g4, Feb 5. 2084, trustedCertEntry,

Certificate fingerprint CHDS3:

26:6D:2C:19:98:B6:70:68:38:50:54:19:EC:90:34:68

yerisign class 3 public primary ca, Mar 15, 2084, trustedCertEntry.

Certificate fingerprint CHDS):

10:FC:63:5DF6 26 3E:0D:F3:25:BE:5F:79:CD167:67

yerisign class 1 — g2, Feb 5. 2084, ‘trustedCertEntry.

Certificate fingerprint CMDS3:
yerisign class 4. Feb 5. 2004,
Certificate fingerprint CHDSY:
yerisign class 3. Feb 5. 2004,
Certificate fingerprint CHDSY:
yerisign class 2. Feb 5. 2004,
Certificate fingerprint CHDSY:
yerisign class 1. Feb 5. 2004,
Certificate fingerprint CHDS)

F2:7D:E9:54:E4:A3:220D:76:9F:E7:0B: BB:B3:24:2B
trustedCertEntry,
2A5D:00:37:39:46:94:75:39: 7B:11:A6:F2:93:41 :EL
trustedCertEntry,
A2:33:9B:4C:74: 78:73:D4:6C:E7:C1 :F3:8D: CB5C:E9
trustedCertEntry.
2D:BB:E5:25:D3:bi:65:82:3A:B7:0E:FA:E6 :EB:E2:EL
trustedCertEntry.
51:86:E8:1F:BC:Fi:C3:71:B5:18:10:DB:5F:DC:F6:20

thaute server, Feb 5. 2004, trustedCertEntry.

Certificate fingerprint CMDS>:

C5:70:C4:A2 :ED:53:78:0C:C8:10:53:81:64: CB:DA:1D

root sgc authority, Feb 5. 2084, trustedCertEntry,

Certificate fingerprint CHDSY:

35 :DB:36:52:DB: 79 :9E:BS :A9:14:90:0B:94:EE:9C:CY

yerisign class 2 — g2, Feb 5. 2084, trustedCertEntry,

Certificate Fingerprint CHDS3:
thaute personal server, Feb 5.
Certificate fingerprint CHDS3:

74:A8:2C:81:43:2B:35:60:9B: 78 :05 :6B:58 :F3:65:82
2004, trustedCertEntry,
06:9F:69:79:16:66:90:02:1B:8C:8CA2:C3:07:6F 30

yerisign class 3 — g3, Feb 5. 2004, trustedCertEntry.

Certificate fingerprint CHDS3:

C4:63:AB:44:20:1C236 :E4:37:CO:5F:27:9D: BF 16F :6E

:\psof t\hr9@nsInluebserv\HRIBDUIUNDin>_




We now need to load the 3 certificates you exported earlier :
You will need to load the Amazon Root CA1.cer and Amazon.cer and .talemetry.cer files into the keystore. Move these three files onto the web server in an accessible directory.

Now run the pskeymanager process and import a certificate
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You will be asked for the password:
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You are then asked for an alias. Please enter the alias as the filename for each of the certificates e.g. for this first load, we will use Amazon Root
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ISpecify an alias for this certificate [TTSPSPT84917COMODO




Now enter the filename of the .crt file. In this example, the full file path has been used:
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[specify an alias for this certificate [TTSPSPT84917COMODO

[Enter the name of the certificate file to inport [press ENTER to quitl:C:\psoft\]
[hr90nsn1\uehsery \HRIBDUIU ke ys toreNCOMODO . cor .




Finally, you are asked to trust this certificate. Please type ‘yes’ here and hit return.

You will receive a final message indicating that the certificate was added to the keystore:
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[specify an alias for this certificate [TTSPSPT84917COMODO

[Enter the name of the certificate file to inport [press ENTER to quitl:C:\psoft\]
[h90nsIn1\uehsery\HRIBDUIUNkeys tore\COMODO . cor
Ounexr: CN=COMODO Certification Authority, 0-COMODO CA Limited, L-Salford, ST=Gre|
ater Manchester, C=GB
Tssuer: CN-COMODO Certification Authority, 0=COMODO CA Limited, L-Salford, ST=Gr|
oater Manchester, C=GB
[Serial nunber: 46812d8a8265000h02003¢350246053d
Ualid from: Thu Nou 30 16:08:08 PST 2806 until: Mon Dec 31 15:59:59 PST 2029
Cortificate fingerprints

MD5: 5

SHAL: 6
Trust thic certificate? [nol: yes..





You may confirm that this certificate is displayed by using the command ‘pskeymanager –list’ 

Please add the other other 2 certificates in the same manner. Once complete, you may execute ‘pskeymanager  -list’ and confirm.
Please restart your web server and then retest connectivity.
