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Enabling Outlook API for Jobvite Smart Scheduler 

 

Please see the information below regarding how to configure your Jobvite settings to use Outlook API.  
 

Prior to enabling this feature, you should ensure that your company is using a supported version of 

Microsoft Exchange Server (see below): 

• 2007 Service Pack 1 

• 2010 

• 2010 Service Pack 1 

• 2010 Service Pack 2 

• 2010 Service Pack 3 

• 2013 

• Office 365 
 

Note: We do not support versions prior to 2007 Service Pack 1 

 

Overview and Data Policy 

Jobvite supports two types of integration with Microsoft for Calendar Integration. 

 

1. Exchange (On Premise) Integration: In this integration, we expect the Administrator to enter the 

username/password for any user who has permission to view the calendar of Company 

users/employees. In most cases, you will create a special account that you use with Jobvite and 

which has limited access (calendar read/write). If you want Jobvite to book conference rooms, the 

account needs to have permission to send/receive emails. We use Exchange Web Service 

(EWS) APIs to interact with your exchange server.  

 

Credentials: We store username and password that you provide to the system. The password is 

encrypted using AES - 256bit algorithm and stored in the database. These credentials are only 

used to make API calls to interact with the exchange server. They are not used for any other 

purpose. The credentials are always stored in our system and are not removed even if your 

organization discontinues service with Jobvite. If you are using a separate account for Jobvite, 

you can disable the account when you leave our services.   

 

2. Office 365/ Exchange Cloud integration: In this integration we connect to your Office 365 

account using Microsoft's OAuth 2.0 login flow. In this flow we present a Microsoft login screen in 

which you would enter username/password and grant permissions to Jobvite. Since the login is 

done on Microsoft's site, we do not store user/password in our system. In case of Office 365, you 

can disable this integration directly from your Office 365 account too. The permissions that we 

request are Calendar.Read, and Calendar.Write. The account used for authentication needs to 

have Global Administrator privilege to approve our application for connecting to Office 365. Once 

again, the credentials are not stored by Jobvite. In case of this integration, we use Microsoft 

Graph APIs to interact with Office 365. 

 

Data Policy (irrespective of method 1 or 2 above): We only fetch free-busy information of the 

employees/rooms using the APIs. This data is never stored in our system and is fetched on demand. This 

data is rendered on the scheduler pages to show free/busy information of interviewers/rooms, or to find 

the best available time slots for interviewers/rooms using our Smart Scheduler. If the conference room 

booking is enabled, we will also create an event in conference rooms calendar using the APIs. Also, we 
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do not have ability to view any other data from your exchange server like mails, files stored in one-drive 

etc. 

 

If you are on Office 365 or using a hybrid setup, then our suggestion would be to enable Office 

365/Exchange Cloud Integration because it is more secure and will be supported in future. Note: For 

customers who are on office 365, you won't be able to use the Exchange (on premise) integration 

after October 2020. It will be only available for customers who are using an on-premise exchange. 

 

Setup Instructions: Microsoft Exchange Server – On Premise 

You will need to request this information below from your company’s IT department:  

  

1. Create one new account (Microsoft exchange server account) specifically for this tool and provide 
you with the Username & Password created and your company’s Exchange Service URL.  This 
user account needs to be able to send messages and receive messages. This URL will look 
similar to (but not exactly as): https://mail.yourdomain.com/EWS/Exchange.asmx or 
https://owa.company.com/EWS/Exchange.asmx 
 

Note: The Exchange Service URL should always include an ‘EWS’ within the URL. 
 

2. Find out which version of Microsoft Exchange Server your company is using 
 

Once you have all the information above, go to Admin > Integrations > Calendars > View 

Calendars/Outlook API and enter the information: then click Save. Next, you can check the box for 

Smart Scheduler and begin to use it.  
 

 
 

 

https://mail.yourdomain.com/EWS/Exchange.asmx
https://owa.company.com/EWS/Exchange.asmx
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FAQs for Microsoft Exchange Server – On Premise 

The most important factor we are looking for is the XML data. Additionally, here are some common FAQs 

that you can share with your IT team as well:   

 

1. What endpoint access is needed, OWA or EWS? 
 

 We use the EWS endpoint for the integration 

 

2. How is the Password stored in our database? What encryption level? 
 

 Passwords are encrypted at REST using AES – 256bit  

 

3. What do you use the credentials for?  
 

Only the API uses the credentials to fetch Free/Busy info and for booking conference rooms (if 

the company has it enabled)  

  

4. Do we pull any information from Exchange and save it in our database?  
  

 No. We do not save any of the data in our system.  

  

5. How much detail are you gathering?  
  

 We use the credentials:  

• To fetch free-busy information of employees  

• If the company flag is enabled, then we use to book conference rooms 
  

6. Where is the information being used?  
 

 We use this data only at two places:  

• To show the free-busy information on the schedule page in the free-busy section  

• We use it in the advanced scheduler to pass the free-busy information to find the best 
available slots for interviewers  

  

7. Does your company trade, distribute or otherwise reuse our data?  
 

No. We pull the data on demand and do not save or use it for any other purpose. We use the 

information to render it on the schedule page and the in the advanced scheduler to know the free-

busy slots.  

 

8. Is there a technical document that explained what/outlines what information is being 
retrieving from the client’s exchange server? 

 

We use the EWS API in Jobvite for the following: 

• To pull Free-busy information of employee 

• To pull free-busy information of the room if configured under Jobvite>admin>interview 
locations 

• To block their conference room when an interview is scheduled. (provided they have Block 
Conference Room enabled) 
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Setup Instructions: Office 365 (Microsoft Exchange Server–Cloud) 

Important Note: The current Office 365 integration option will be deprecated in October 2020.  You 

are free to use this integration option as is in the meantime, but as of the deprecation date, you must 

migrate to the newest version of this integration, as outlined below.    

 

You will need to have your Office 365 admin login into Jobvite and authorize their Office 365 account to 

enable Office 365 calendar integration for your users. 

 

An Office 365 admin must perform the following steps in admin:  

 

1. Go to More > Admin > Integrations > Calendars 
2. Click Edit 
3. Select Office 365/Exchange Cloud 
4. Click Connect 

5. Follow the prompts to authorize Jobvite to connect to Office 365 using an Office 365 admin 
account.  Note: When authenticating through Jobvite, the Office 365 account you use needs to 
be an admin account in order to install the Jobvite app into your Office 365 instance. 

  

Next, you can check the box for Smart Scheduler and begin to use it.  

 

 

Outlook Exchange API integration FAQ’s 

 

1. What kind of information is being pulled using API’s? 
 
The new exchange account needs permission to check free/busy info only. However, if you would 
like Jobvite to be able to schedule a conference room using this account then the account needs 
to have the necessary privileges for sending emails. Exchange does not accept conference room 
booking request from an outside account. 

 

 

2. How is this information pulled? 
 
We use EWS Java API 1.2.  


